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T: Narzedzia wspomagajace nadzor sieci.

Administrator w obrebie nadzorowanej przez siebie sieci powinien systematycznie sprawdzac¢ ruch sieciowy,
analizowa¢ wykorzystanie lacza sieciowego przez uzytkownikéw, $ledzi¢ ustugi wykorzystywane w sieci,
kontrolowa¢ ustugi udostgpniane przez komputery. Do tych czynnoSci w systemie Linux mozna wykorzysta¢
szereg programéw dostgpnych z wiekszos$cia dystrybucji.

Zadaniel:
Zapoznaj si¢ z wymienionymi ponizej programami i w skrocie opisz kazdy z nich:
netstat
gnome-nettool
nmap
wireshark

tcpdump
tcpdchk
iptraf
tcpd
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= tib < rmap RN
Protocel IP Source PortiService State _ Plik  Edycja Widok Zakladki  Ustawienia  Pomoc
tep 0.0.0.0 7006 LISTEN 508st0Z:~ # nmap 192.168.3.72 =
tep 0.0.0.0 901 LISTEM
tep 0.0.0.0 5801 LISTEM Starting Nmap 5.21 ( http://nmap.org ) at 2012-10-15 12:05 CEST
tep 0000 5501 LISTEN Nmap scan report for s08st08.ckukoszalin.local (192.168.3.72)
tep 0.0.0.0 111 LISTEN Host is up (0.00032s latency).

22 LISTEN Not shown: 993 closed ports
tep 127.0.0.1 631 LISTEN PORT STATE SERVICE
tep 127.0.0.1 25 LISTEN 22/tcp open ssh
tep 127.001 5010 LISTEN 80/tcp  open http
tep : 7006 LISTEN 111/tcp open rpcbind
tep 111 UISTEN 113/tcp open auth
tep g 22 LISTEN 901/tcp open samba-swat
tep 1 621 LISTEN 5801/tcp open wnc-http-1
tep 7l 25 LISTEM 5901/tcp open wnc-1
tep 1 5010 LISTEM MAC Address: 00:14:22:40:51:0A (Dell)
udp 0.0.0.0 54788 2
udp 0.0.0.0 11 Nmap done: 1 IP address (1 host up) scanned in 11.54 seconds =
w0000 ea1 = sesstoz:~ # i v
T = J
j i \gid ethl (not (tcp port 32936 and ip host 127.0.0.1and top port 22 and ip host 127.0.0.1)) - Wireshark & S
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Filter: | IR Expression.. Clear Apply
MNo. : Time : Source : Destination : Protocal @ Info H :
4024 5 755656 132.168. 3. 66 152. 168. 3. 65 S5H Ercrypted response packet ler=7882
4825 5. 757924 192.168. 3. 66 122.168. 3. 65 S5H Encrypted response packet lers1l460
4026 5. 757942 192.168. 3. 66 192. 168. 3. 65 SSH Encrypted response packet lerr32 [
4027 5.738192 192.168.3.65 192.168. 3. 66 S5H Encrypted request packet lerr48 1
4028 5. 738491 192.168.3.65 192.168.3. 66 TCP periscope = ssh [ACK] Secr44785 Ack=3762737 Wirr65535 Lerso
| 4029 5.760380  192.168.3.65  192.168.3.66  SSH  Encrypted request packet
4030 3, 760478 152 168, 3. 66 122, 168. 3. 65 TCP ssh = periscope [ACK] Secr3762737 Ack=44753 WirFG2780 Lers0
4031 5, 760820 152,168, 3. 66 1592.168. 3, 63 S5H Encrypted response packet lerrl460
4032 5, 760832 152,168, 3. 66 1592.168. 3, 63 S5H Encrypted response packet lerr220 C |
P8 Frame 4023: 102 bytes on wire (BLE bits), 182 bytes captured (816 bits) =
»- Ethernet II, Src: Dell_48:12:47 (00:14:22:40:12:47), Dst: Dell_41:30:02 (00:14:22:41:a0:02)
3 Internet Protocol, Src: 192 168 3.65 (1592.168.3.65), Dst: 192 168.3.66 (192.168. 3.66) -
3 Transmissien Contrel Protecol, Src Port: periscope (1230), Dst Port: ssh (22), Seq: 44705, Ack: 2782737, Len: 48 =
w- 55H Protocol w

O Frame (frame), 102 bytes : Packets: 13056 Displayed: 13056 Marked: 0 Dropped: 3 . Profile: Default



